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B HacrosimieM MOOKYMEHTE HCIOJNB3YIOTCS CIEAYIOIIME TEPMHUHBI U HX
ONIPENEIICHUS.

ABTOMATH3MPOBAHHAS CHCTEMA — CHUCTEMA, COCTOSIIAs W3 MEPCOHANA U
KOMIUIEKCA CPEACTB  aBTOMATH3alMA €ro  JACATEIbHOCTH, pEAIA3yHOLIas
MH()OPMAITMOHHYIO TEXHOJIOTHIO BBITIOJIHEHUS YCTAHOBJICHHBIX (DYHKIIHA.

AyTeHTH(UKALMS OTHPABUTENS] JAHHBIX — TOATBEPXKJCHUE TOTO, UYTO
OTHPaBUTEIb MOJYUYCHHBIX JAHHBIX COOTBETCTBYET 3asIBJICHHOMY.

be3onacHOCTh NEPCOHATBHBIX JAHHBIX — COCTOSHUE 3alllUIIEHHOCTH
NEPCOHANBHBIX  JIAHHBIX, XapaKTEepPU3yeMoe CIOCOOHOCTHIO TOJIb30BaTEINeH,
TEXHUYECKUX  CPEACTB M  HMHPOPMAIMOHHBIX  TEXHOJOTUHA  00eCreunTh
KOH(HICHIIMATBHOCTD, IIEJIOCTHOCTh U JIOCTYIMHOCTh MEPCOHAIBHBIX JAHHBIX MPHU
ux 00paboTke B MH(OOPMAIIMOHHBIX CHCTEMaX MEePCOHAIBLHBIX JTaHHBIX.

buomerpuyeckue mnepcoHaJbHbIE JaHHbIE — CBEJICHUS, KOTOpHIE
XapaKTepU3yIOT (HU3MOJIOTHYECKHE OCOOEHHOCTH Y€JIOBEKAa U Ha OCHOBE KOTOPBIX
MOXHO YCTAHOBHUThH €r0 JUYHOCTh, BKJOUasi (pororpaduu, OTIEUATKH MNaJbIEB,
o0pa3 ceTyaTKu TJia3a, OCOOEHHOCTH CTPOEHUS Tejla W JPYryl MOAOOHYIO
uH(pOpMaIHIO.

BiokupoBaHue MNepPCOHANBHBIX JAHHBIX — BPEMEHHOE MPEKpAIlECHUE
coopa, cHUCTeMaTH3alMH, HAKOIUIEHUS, MCIOJIb30BaHUs, pPacHpoCTpaHEHUs,
MEPCOHAIBHBIX IAHHBIX, B TOM YUCJIE UX MEPEIAAUH.

Bupyc (kOMNbHOTEPHBbIH, MPOrPAMMHBII) — UCIIOIHAEMbIN MPOrPAMMHBII
KOJT WJIM MHTEPIPETUPYEMbI HAa0Op HWHCTPYKIIMH, 00Jagaromuii CBOMCTBAMU
HECAHKIIMOHUPOBAHHOTO PacCIpOCTPaHEHUsI U caMoBocipou3BeaeHusa. Co3/laHHbIE
NyONMUKaThl KOMITBIOTEPHOTO BHpyCa HE BCEr/la COBIMANAIOT C OPUTMHAIOM, HO
COXPAHSIOT CIIOCOOHOCTH K NanbHEUIIEMY pPacIpOCTPaHEHUIO "
CaMOBOCIIPOU3BEICHUIO.

BpenoHocHasi mporpamMma —  nOporpaMma, —I[peJHa3HAuYeHHas IS
OCYILIECTBJIICHUS HECAHKIIMOHUPOBAHHOTO JOCTyna W (WiIM) BO3JEHUCTBUSI Ha
NEPCOHAIIbHBIE TAHHBIE WIH PeCcypchbl HH()OPMAIMOHHOW CHCTEMBI IEPCOHAIBHBIX
JTAHHBIX.

BcnomoraresibHbIE TeXHU4YECKHE CPeICTBA M CHCTEMbI — TEXHUYECKHUE
CpElCTBa U CUCTEMBI, HE ITPEAHA3HAYEHHBIE JIJIs Iepenadn, 0OpadOTKU U XpaHEHUs
NEPCOHAIBHBIX [TaHHBIX, YCTAHABIMBAEMBbIE COBMECTHO C TEXHUYECKUMU
CpelcTBaMH M CHCTEMaMH, MpEJHA3HAUYCHHBIMU I 00pabOTKM TNEpPCOHAIBHBIX
JAHHBIX WJIM B TIOMEIICHUSIX, B KOTOPBIX YCTAaHOBJIEHBbI HWH(DOpPMAIMOHHBIC
CHUCTEMBI NIEPCOHAJIbHBIX TAHHBIX.

Joctynm B oOnepanmuoHHYKW cpeay KoMnblTepa (MHPOPMANUMOHHOM
CHCTeMbl MEPCOHAJBHBIX [JAAHHBIX)— IOJIYYEHHUE BO3MOXKHOCTH 3aIlyCKa Ha
BBINIOJIHEHUE INTATHBIX KOMaH[, (YHKLIUNA, MPOUEAYp ONEPALMOHHONM CHCTEMBbI
(YHUYTOXXEHHUSI, KOMMUPOBAHUSA, TEPEMEIICHUS M T.M.), HCHOJHAEMBIX (aiiaoB
MPUKIIAJTHBIX TIPOTPaMM.

Joctyn Kk uHGoOpMAUMHU — BO3MOXHOCTh MOJY4YEHHUS MHQOpPMAILMU U €€
UCIIOJIb30BaHUSI.

3ak/ialouHoe YCTPOMCTBO — DJEMEHT CpeAcTBa cheMa HWH(OpMaIuu,
CKPBITHO BHEIpSEMbIN (3aKIaJbIBAEMbId WJIM BHOCHUMBIN) B MECTa BO3MOYKHOI'O

3



chema uHpopmanuu (B TOM YHCIIE B OIpaKIEHUE, KOHCTPYKIUIO, 000pyI0BaHUE,
peIMETbl HUHTEPbEpa, TPAHCIIOPTHBIE CPEJICTBA, a TAKXKE B TEXHUUYECKUE CPEICTBA
U CUCTEeMbI 00paboTKH MHOpMAIIHH).

3amumaemass uwHpopmManusa — HHPOpMALUA, SBISIOWAACA MPEIMETOM
COOCTBEHHOCTH M TOAJIeXkAllasi 3alllUTeé B COOTBETCTBUU C TpeOOBaHUSIMU
IPaBOBBIX JIOKYMEHTOB WUJIM TPEOOBAHUSIMH, YCTAHABIMBAEMBIMU COOCTBEHHUKOM
uHhopMaIuu.

NnenTudukanusi— mnpucBoeHHE CyObeKTaM U O0BEKTaM JocCTyma
unaeHTuGUKaTopa u (WIM) CpPaBHEHHE TNPEIBABILEMOro UACHTHUUKATOpA C
NEPEYHEM MPUCBOCHHBIX UJIEHTU(PUKATOPOB.

NudopmMaTUuBHBIH CHTHAJ — DJIEKTPUUYECKHUE CHUTHAJIBI, AKYCTUYECKHE,
3JIEKTPOMArHUTHBIE U Apyrue PU3NYEecKUe Moisd, Mo mapaMmeTpaM KOTOPBIX MOKET
OBITh packpbiTa KOH(pHUACHIMANbHAS WH(OpMaIus (MepCcoOHANTbHBIC JTaHHBIC)
oOpabatbiBaemasi B UHGOPMAIIMOHHON CUCTEME IEPCOHAIBHBIX JAHHBIX.

Nudpopmanuonnass cucreMa mnepcoHadbHbIX JAaHHbIX (MCIIAH) -
uH(pOpMaIlMOHHAsT ~ CHCTeMa,  MpeAcTaBistom@as  co00il  COBOKYIHOCTh
NEPCOHANIBHBIX  JAaHHBIX, COJAEp)KaluXcsi B 0a3e JaHHBIX, a TaKke
UH()OPMAIIMOHHBIX TEXHOJOTMA M TEXHUYECKUX CPEACTB, IO3BOJISIOIIMX
OCYHIECTBJIATh O0paOOTKY TaKHX IEPCOHAIBHBIX JAaHHBIX C HCIOJIb30BAaHUEM
CPEJCTB aBTOMATU3ALIUU WM 0€3 NCIIOJIb30BaHUS TaKUX CPEICTB.

NudopmanuoHHble TEXHOJOTHM — TPOIECCHI, METOJBI TMOHUCKa, cOopa,
XpaHeHus, 00pabOTKH, NPEJOCTABICHUS, PACHPOCTPAHEHUS HHPOpMALUU U
CIOCOOBI OCYILIECTBICHUS TAKUX MPOLECCOB U METOJIOB.

Hcnoab3oBaHue MNepCOHANBHBIX JAHHBIX — JCHCTBUS (Omepaiuu) ¢
NEPCOHANLHBIMU JTAHHBIMHM, COBEpILIAEMbIE OMNEPATOPOM B LENAX MPUHATHUS
pelIeHNl WM COBEPIICHHUS] WHBIX JEUCTBHUM, MOPOXKIAIOIIUX HOPUINYECKHUE
MOCTIEAICTBHSI B OTHOIICHUH CYOBEKTa MEPCOHANBHBIX NAHHBIX WIH JAPYTUX JIUIL
ar00 WHBIM 00pa30M 3aTparuBarONIMX MpaBa U CBOOOABI CYObEKTa MepCOHAIBHBIX
JAHHBIX WU IPYTUX JIMIL.

HUcrounuk yrpossl Oe3omacHocTH HHpoOpManum — CyOBEKT JIOCTYIIA,
MaTepuaigbHbIi OOBEKT WM (uU3MUecKoe SBICHHUE, SBIAIONIUECS NPUYUHON
BO3HUKHOBEHUS YTPO3bI 0€30MacHOCTH HHPOPMAIUH.

Koutpoaupyemasi 30Ha — MpPOCTPAaHCTBO (TEPpPUTOpHs, 3[aHUE, YACTh
3/1aHUs], TIOMEIIEHUE), B KOTOPOM HCKIIIOUEHO HEKOHTPOJUpyeMoe NpeObIBaHUE
MOCTOPOHHUX JIMII, & TAaKXKE TPAHCTIOPTHBIX, TEXHUYECKUX M MHBIX MAaTepUaTbHBIX
CPEICTB.

KonpuaeHunanbHOCTh NEPCOHAJBHBIX JAAHHBIX — 00s3aTelbHOE IS
COOJIIOJICHHS ONEPATOPOM WJIM MHBIM MOJIYYUBIIUM JOCTYI K MEPCOHAIBHBIM
JAHHBIM JIUIIOM TpeOOBaHHE HE JOIMYCKaTh UX pacnpocTpaHeHue Oe3 corjacus
CyOBbeKTa NepCOHATBHBIX JAHHBIX WM HAJMYUS HHOTO 3aKOHHOT'O OCHOBAHUS.

Me:xkceTeBoit JKPaH —  JIOKaJIbHOE (OIHOKOMIIOHEHTHOE) 1581051
(YHKIIMOHAJIBHO-pACIIPEICICHHOE  MpOrpaMMHOe  (IIPOrpaMMHO-AINIapaTHOE)
CpeaCTBO (KOMIUIEKC), pealin3yloliee KOHTPOJIb 3a HH(popMalieH, oCTynaoen B
MH()OPMAITMOHHYIO CHUCTEMY IEPCOHAIBHBIX JAHHBIX W (WJIM) BBIXOAAIICH U3
UH()OPMAITMOHHONU CHCTEMBI.



Hapymmurens 0e30macHOCTH TNEPCOHAJBHBIX JAHHBIX — (u3nyeckoe
JULO, CIy4alHO WM TNPEIHAMEPEHHO COBEpIIAIONIECE IEHUCTBUS, CIEACTBUEM
KOTOPBIX SIBIISIETCA HApyllIeHHe Oe30MacHOCTH MEPCOHAJIBHBIX JAHHBIX MHpPU HX
00paboTKe TEXHUYECKHMMHU CpeJCTBaMH B  HH(POPMAIMOHHBIX  CHCTEMax
MEePCOHAIBHBIX JIAHHBIX.

HeaBromaTusupoBanHasi  00pad0oTKa  NEPCOHAJBHBIX  JIAHHBIX —
00paboTKa MEepCOHANTBHBIX JTAHHBIX, COACPKANTUXCSI B MHGOPMAIIMOHHON CUCTEME
MEePCOHANBHBIX JAHHBIX JIMOO W3BJICUEHHBIX W3 TaKOW CHCTEMbI, CUUTACTCS
OCYILECTBJICHHOM 6e3 UCIIOJIb30BaHUS CpeACTB aBTOMATHU3alIUH
(HEaBTOMATU3UPOBAHHOMW ), €CJIM TAKUE JIEUCTBUS C MEPCOHATBHBIMU JTAHHBIMH, KaK
UCIIOJIb30BaHUE, YTOYHEHHE, PACHPOCTPAHEHUE, YHUUYTOKEHUE NEPCOHANBHBIX
JAHHBIX B OTHOIIEHWU KaXJIOTO U3 CYOBEKTOB TMEPCOHAIBHBIX JIAHHBIX,
OCYILECTBIISIFOTCS] IPH HEMOCPEICTBEHHOM Y4aCTUHU YEJIOBEKA.

HenexnapupoBaHHble BO3MOKHOCTH — (PYHKIIMOHAJIBHBIE BO3MOXKHOCTH
CPE/ICTB BBIYUCIUTEILHON TEXHWUKH, HE OMHUCAHHBIC WM HE COOTBETCTBYIOIIUE
OMHUCAaHHBIM B JIOKYMEHTAllUd, TPU HCMOJb30BAHUM KOTOPBIX BO3MOKHO
HapylieHue  KOH(pUICHIIMATbLHOCTH, JOCTYMMTHOCTH  WJW  IEJIOCTHOCTHU
oOpabaTbiBaeMoil HH(pOpMaLIUU.

HecaHKUMOHUPOBAHHBIN 10CTYNl (HECAHKIMOHUPOBAHHbIC NECTBHS) —
JOCTYI K WHGOpMAIMKU WK JEeUCTBUS ¢ MHGOpMAIMel, HapyIIaoe IpaBuia
pa3rpaHUyYEHUs JOCTYIIA C UCIOJIb30BAHUEM IITATHBIX CPENICTB, TPEAOCTABISAEMbIX
UH(OPMAITMOHHBIMUA CUCTEMaMHU MEPCOHATBHBIX TAHHBIX.

Hocurtenb undopmanuu — puznueckoe JUIO WIM MaTepUaIbHbI O0BEKT,
B TOM 4Hclie (pu3nyeckoe mosie, B KOTOPOM MH(POpMaIKs HAXOAUT CBOE OTPAKEHUE
B BHUJIE CUMBOJIOB, 00pa30B, CHUTHAJIOB, TEXHHUYECKUX PEIICHHH MU MPOIIECCOB,
KOJIMYECTBEHHBIX XapaKTEPUCTUK (PU3MUECKUX BEITUYMH.

O0e3MYnuBaHUEe NEPCOHAJBHBIX [aHHBIX — JCHCTBUS, B pe3yJbTare
KOTOPBIX HEBO3MOXHO OIPEIEIUTh MPUHAMICKHOCTh MEPCOHAIBHBIX JTaHHBIX
KOHKPETHOMY CYOBEKTY MEPCOHATBHBIX JaHHBIX.

O0paboTka mNepCOHANBHBIX [JAaHHBIX — JEHCTBUS  (omepamuu) ¢
MEPCOHALHBIMU  TAaHHBIMU, BKIIOYas CcOOp, CHCTEMaTH3allUi0, HAKOIUICHUE,
XpaHEeHue, YTOUYHEHUE (oOHOBIICHHE, U3MEHEHHE), HCITOJIb30BaHHE,

pacnpocTpaHeHue (B TOM 4MCIE Iepeaady), 00e3auurBaHue, OJOKHMPOBAHUE,
YHUUYTOXXEHUE NIEPCOHAIIBHBIX JaHHBIX.

OOwmenocTynHble IMEPCOHAJBbHbIC [JAHHbIE — IIEPCOHANIBHBIE JIaHHBIE,
JOCTYIl HEOIPAaHMYEHHOI'O Kpyra JIMI K KOTOPBIM IPEIOCTaBIE€H C COIJIACUs
CyObeKTa TIEpCOHAJbHBIX JAHHBIX WJIM Ha KOTOPbIE B COOTBETCTBUU C
(GenepanbHBIMUM  3aKOHAMHM HE PpacCIpOCTpaHseTcs TpeOOBaHUE COOJIIOECHUS
KOH(UIECHIIUAIBHOCTH.

Oneparop (mepcoOHANBHBIX [JAaHHBIX) — TOCYJApCTBEHHBIM  OpPTraH,
MYHUIIMIIAJIbHBIA OpraH, I0pUANYECKOe WK (pU3nUecKoe JHUI0, OpraHu3yollee U
(umu)  ocyuecTBisIONIee 00pabOTKYy NEPCOHAIbHBIX —JaHHBIX, a TakKke
OTIPEETSIONINE LIETU U CoiepKaHue 00pabOTKU MEPCOHANBHBIX JaHHBIX.

Texnuueckue cpeacrsa HMHPOPMAUUMOHHON CHCTEMbI NEPCOHAIBHBIX
JAHHBIX — CpeacTBa BBIYUCIIUTEILHON TEXHUKH, UH(POPMaAIMOHHO-
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BBIYHMCIIUTENbHbIE KOMIUJIEKCHI U CETH, CPEACTBA U CUCTEMBbI Nepeaayuu, npueMa u
obpabotrku II/IlH (cpeacTBa UM CUCTEMBbI 3BYKO3AIHMCH, 3BYKOYCHJICHUS,
3BYKOBOCIIPOU3BEACHUS, NIEPErOBOPHBIE U TEJIEBU3UOHHbBIE YCTPOWUCTBA, CPENICTBA
U3TOTOBJICHUSI, TUPAKUPOBAHUSL JTOKYMEHTOB M JpYyrHe TEXHUYECKUE CpEICTBa
00paboTKu peueBoit, rpaduueckoi, BUACO- U OYKBEHHO-LIM(PPOBON MHPOPMALIUHN),
pOrpaMMHBIE CpPEACTBa (OMepalMOHHBIE CUCTEMbI, CUCTEMBI YIIpaBJieHUsl OazaMu
JAHHBIX W T.II.), CPEICTBA 3alUThl HUHPOpPMAIUHU, TPUMEHIEMbIC B
UH()OPMAITMOHHBIX CUCTEMAX.

IlepexBar (MH(popManuM) — HEMPABOMEPHOE MOJyYCHHE HHPOpPMAIUUA C
UCIOJIb30BAaHUEM TEXHUYECKOI'O CpEICTBA, OCYIIECTBISIONIEIO OOHapyXEHUe,
npueM u 00paboTKy MHGHOPMATUBHBIX CUTHAJIOB.

Ilepconanbuble JaHHbIEe — J00ass wHGOpMAIMA, OTHOCAIIAsACA K
ONpEACIEHHOMY WJIM OIpeJeIsieMOMy Ha OCHOBaHMM TakoW uHpopManuu
¢usznueckomy iy (CyOBEKTy MEpCOHANbHBIX [aHHBIX), B TOM YHCIIE €ro
dbamuus, UMsi, OTYECTBO, TOJ, MECSI], laTa U MECTO POXKJCHHUS, aJipec, CeMeHHoe,
COIIMaJIbHOE, MMYIIECTBEHHOE MOJI0KEeHHe, oOpazoBaHue, mpodeccus, T0XOAbl,
npyrast uHpopmarus.

ITo0ouHbIE 3JIEKTPOMATHUTHbBIE U3J1yYeHust u HABOJKH —
AJIEKTPOMATHUTHBIE HM3IYYEHHUs TEXHUYECKUX CPEACTB OOpabOTKH 3aulvIlaeMoin
uHoOpMaIuK, BO3HUKAIONIME KaK [OOOYHOE SBJICHUE W  BBI3BAHHBIC
AIIEKTPUUECKUMU CUTHAJIAMU, IEUCTBYIOIUMH B UX JIEKTPUYECKUX M MArHUTHBIX
HEMsX, a TAKXKE JIEKTPOMArHUTHBIE HABOJIKM STUX CUTHAJIOB HA TOKOIPOBOSIINE
JIMHUU, KOHCTPYKIIMH U LIETIH MUTAHUS.

IMouTHKa  «YHCTOrO  CTOJA» —  KOMIUIGKC  OpraHU3alMOHHBIX
MEpOTIPUATUNA, KOHTPOJUPYIONIUX OTCYTCTBHME 3alUChIBaHUS Ha OyMakKHbIC
HOCHUTENIM KIIIoUe W aTpuOyTOB JocTyna (maposiei) W XpaHEeHUs HUX BOIHM3U
00BEKTOB JIOCTYTIA.

IMoab30Baresb MHPOPMALMOHHON CHCTEMBbI NMEPCOHAJBHBIX JAAHHBIX —
JUI0, YyYacTByIomee B (DYHKIIMOHMPOBAHWM WH(GOPMAIIMOHHONW CHCTEMBI
NEPCOHANBHBIX JAaHHBIX WU UCIIONb3YIOIIEe Pe3yabTaThl €€ (PYHKIIMOHUPOBAHUS.

IIpaBuiaa  pa3rpaHuyveHusi  JOCTyNa —  COBOKYIIHOCTh  MpaBul,
peraaMeHTHPYIOIIMX MpaBa JOCTyNa CyObEKTOB JOCTYyMa K 00bEKTaM JOCTyIa.

IIporpammHuas 3akJiagka — KOj MPOrpamMMbl, MpeHaAMEPEHHO BHECEHHbIN
B IporpaMMy C IeJbl0 OCYHIECTBUTh VYTEUKY, HW3MEHUTbh, OJIOKHUPOBATH,
YHUYTOXUTh WHOOPMAIMIO WM YHUUYTOXUTh U MOAUGUUMPOBATH MPOrPaMMHOE
obOecrieueHre HMHGOPMAIIMOHHON CHUCTEMbl MEPCOHANBHBIX JaHHBIX H  (WIJIH)
OJIOKUPOBATH anmnapaTHbie CPEACTBA.

IIporpammHoe (mporpamMMHO-MaTeMaTHYECKOE) BO3/IelicTBHE —
HECAaHKIIMOHUPOBAHHOE  BO3JIEWCTBHE HA  PECypchl  aBTOMATU3UPOBAHHOMU
UH(GOPMAIIMOHHON CHCTEMBI, OCYLIECTBISIEMOE C HCIIOJIb30BAHUEM BPEIOHOCHBIX
Iporpamm.

PackpbiTHe NepPCOHAJBHBIX JAAHHBIX — YMBIIIUICHHOE WU ClIy4aiHOE
HapylieHne KOHOUICHIIMATbHOCTH TIEPCOHATBHBIX JaHHBIX.

PacnpocTpaHenne mepcoHANbHBIX JAHHBIX — JICWCTBUsI, HAIpPaBJICHHbBIE
Ha Tepefavyy MepCOHAIBHBIX JIaHHBIX OMpeAeIeHHOMY Kpyry jauil (mepemada
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NEPCOHANIbHBIX JIAHHBIX) WM Ha O3HAKOMJIEHHE C MEePCOHAJIbHBIMH JIaHHBIMU
HEOTPAHUYEHHOTO Kpyra JHI, B TOM 4YHCIEe OOHapOJOBaHUE NEPCOHAIBHBIX
JAHHBIX B CPEACTBAaX MaccoBOW HMH(OpMalUU, pa3MelleHue B MH(POPMaIMOHHO-
TEJIEKOMMYHUKAIIMOHHBIX CETAX WM MPEIOCTABICHHE NOCTYyNa K MEPCOHAIBHBIM
JTAHHBIM KaKUM-JIMOO MHBIM CIIOCOOOM.

Pecypc wundopmManmuoHHOW  CHCTEMbI — HMEHOBAHHBIA  3JIEMEHT
CHUCTEMHOTO, MPUKIATHOTO WJIU aIapaTHOTO oOecredeHus: (HyHKIIMOHUPOBAHUS
nH(OPMAITMOHHOW CUCTEMBI.

CneumnanbHble KATeroOpud MEePCOHAJBHBIX [TaHHBIX — ME€PCOHAIbHBIC
JIAHHbIE, KacalollINeCcs] PacoOBOM, HAIMOHAILHOW MPUHAJIC)KHOCTH, TMMOJTUTUYECKUX
B3TJISIJIOB, PEITUTHO3HBIX WIH (PUIOCO(CKUX YOEKIEHUN, COCTOSHHS 370POBbS U
WHTUMHOM XKM3HU CyObEKTa MePCOHATBHBIX JTaHHBIX.

CpencrBa BBIMHCIUTEIbHOM TEXHUKH — COBOKYIHOCTh MPOTPAMMHBIX H
TEXHUYECKUX  DJIEMEHTOB  CHUCTeM  O00pabOTKM  JaHHBIX,  CIIOCOOHBIX
(GYHKIITMOHUPOBATH CAMOCTOSATENIBHO UJTM B COCTABE APYTUX CUCTEM.

Cy0bekT goctyna (Cy0ObeKT)— JUIO WIA MOPOLECC, AECUCTBUS KOTOPOTO
perIaMeHTUPYIOTCS MpaBUIaMU pa3rpaHUuCHHUs TOCTYIIA.

TexHuyeckuil KaHaJ yTe4YKH HHGPOPMALMU — COBOKYNHOCTH HOCHUTENS
uHpopmanmu  (cpeactsa  00pabOTKM), (U3MYECKOM Cpeabl PacrpoCTpaHEHUs
WH()OPMATUBHOTO CUTHAja W CPEACTB, KOTOPBHIMU JIOOBIBACTCS 3allMIIacMast
uHbopmarus.

TpancrpannyHass mepegadya MNEpPCOHAJIBHBIX [aHHBIX — Iepefava
NEPCOHAIBHBIX JAHHBIX OmNEpaTopoM 4epe3 [0CynapCTBEHHYIO TpPaHHUILY
Poccuiickori  @enepanuu  Oopraly  BJacTH  HMHOCTPAHHOIO  TOCYJapcCTBa,
bu3HMYEeCKOMY WM IOPUANYECKOMY JIMIY HHOCTPAHHOTO FOCYapCTBa.

Yrpo3bl 0€30MaCHOCTH MEPCOHATBHBIX JAHHBIX — COBOKYITHOCTh YCIIOBUI
1 (aKTOPOB, CO3MAMOIIMX OMACHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM YHCIIC
CIIy4ailHOTO, JIOCTyNa K MEPCOHAIbHBIM JaHHBIM, PE3yJbTaTOM KOTOPOTO MOKET
CTaTh YHUUTOXEHUE, U3MEHEHUE, OJIOKUPOBaHKE, KOTUPOBAHUE, PACIIPOCTPAHEHUE
NEPCOHAIBHBIX JAHHBIX, a TAK)KE MHBIX HECAHKIIMOHUPOBAHHBIX JIEUCTBUN MIPU UX
00paboTke B MHGYOPMAIIMOHHON CUCTEME TIEPCOHATBHBIX TaHHBIX.

YHUUYTOKEHHE TNEePCOHANBHBIX [AHHBIX — JICUCTBUA, B pe3yJbTaTe
KOTOPBIX HEBO3MOYXHO BOCCTAaHOBHUTH COJAEPKAHUE IEPCOHANBHBIX JIaHHBIX B
UH(OPMAIMOHHOW CHUCTEME MEePCOHAIBHBIX JAHHBIX WJIM B PE3YJIbTaTe KOTOPBIX
YHUYTOXKAIOTCSI MaTEPUAIbHBIE HOCUTEIN EPCOHANBHBIX JaHHBIX.

Yreuka (BammmaeMoi) MHGOpMAIMH 1O TEXHHMYECKHM KaHAJIaM —
HEKOHTPOJMPYEMOE PACIPOCTPAHEHHE MHPOPMALUU OT HOCUTENS 3allUIIaeMon
uHdopmaluu  4epe3  (PUIMUECKYIO Cpely 10 TEXHMYECKOrOo  CpeJCTBa,
OCYUIECTBJISIOIETO MepexBaT HHPOPMALIUH.

Yupekaenne — yapexkaeHUs 3IpaBOOXPaHEHHUS, COIIMAILHON cephl, Tpyia
Y 3aHSTOCTH.

Ya3BUMOCTb — CJIa0OCTh B CPEACTBAX 3allUThl, KOTOPYIO MOXKHO
WCIIOJIB30BATh I HAPYIICHUSI CUCTEMBI WIIH COJIEpIKaIeics B He nH(opMaIuu.

HesocTtHocTh MHGpOPMANUM — CIIOCOOHOCTH CPEJICTBA BBIYUCIUTEILHOMN
TEXHUKA WM aBTOMATH3WPOBAHHOM CHCTEMBI OO0ECleYnBaTh HEU3MEHHOCTD
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UHPOpMAIIMM B YCIOBUAX CIYYalHOTO W/WIM TPEAHAMEPEHHOTO HMCKAKECHUS
(pa3pyieHus).

O0o03HaYeHMSI M COKPALIICHUSA

ABC — aHTHBHpPYCHBIE CPEICTBA

APM —aBTromMaTu3MpOBaHHOE pabovee MECTO

BTCC — BcrioMoraTenbHble TEXHUYECKHE CPEJICTBA U CUCTEMBbI
NCIIIx — nadopManiMOHHAs CUCTEMa IEPCOHAIIBHBIX JaHHBIX
K3 — koHTponupyemas 30Ha

JIBC — nokanbHas BBIYUCIUTEIbHAS CETh

M3 — MexXceTeBOM IKpaH

HCJI — HecaHKIIMOHUPOBAHHBIN TOCTYII

OC — onepalniioHHasl CUCTEMA

I1/IH — nmepcoHanbHbIEC JaHHBIE

[IMB — nporpaMMHO-MaTeMaTHYECKOE BO3ACHCTBHE

[1O — nporpamMmmHOe obecrieueHne

[I9MHMH — no6oyHbIe 3IEKTPOMArHUTHBIE U3TyUYE€HUSI U HABOJKH
CA3 — cucrema aHanm3a 3alMIIEHHOCTH

C3U — cpeacTna 3a1uThl HHPOPMaLIUU

C3I1du — cucrema (moicucTeMa) 3aiiyThl MEPCOHATBHBIX JAaHHBIX
COB — cucrema o6Hapy>XeHUSI BTOP>KEHUN

TKYU — Texunueckue KaHajbl yTeUKd HHGOPMAIIHH

VYBIIIH — yrpo3bl 6€3011aCHOCTH MEPCOHATIBHBIX JaHHBIX



BBenenue

Hacrosmas [Tonutrka nadopmanmoHHon 0e30nacHOCTH HHGHOPMAIIMOHHBIX
cucTteM mnepcoHanbHBIX JMaHHBIX (Hanee — MCIIJIH) kpaeBoro rocyaapCTBEHHOIO
OI0/PKETHOTO TIPO(ECCUOHATIBHOTO 00pa30BaTEIbHOTO YUPEKICHUS «ANTalCKun
rocyJapcTBeHHBIN Kouiemk» ([anee - Yupexnaenus), paspaboTraHa Ha OCHOBE
JIEUCTBYIONIETO 3aKoHOAaTeNbcTBa PO B cdepe 3amuThl TEPCOHATBHBIX JaHHBIX
(manee — [1/In), ssBasieTcst OpUITUATBHBIM IOKYMEHTOM.

[lomutuka pa3paboTaHa B COOTBETCTBHUM C IEJSIMHU, 3aJadyaMd |
IPUHITUTIAMHU O00ecIieueHus O€30MaCHOCTH MEePCOHAIBHBIX JTAHHBIX M3JI0KEHHBIX B
Konneniuu nadopmarmonnoit 6ezonacaoctu UCIJ Yupexnenus.

[Tonutuka paspaboTaHa B COOTBETCTBHHM ¢ TpeOoBaHusMH DenepabHOTO
3akoHa OT 27 wuroasa 2006 r. No 152-®3 «O mnepcoHadbHBIX JaHHBIX» H
noctaHoBienus [IpaBurensctBa Poccuiickoit @enepauuu ot 1 HOAOps 2012 T.
Nel119 «O06 yTtBepkneHun TpeOOBaHUN K 3aIUTE NEPCOHATBHBIX JAHHBIX MPU HX
00paboTKe B MH(DPOPMALIMOHHBIX CUCTEMAaX MEPCOHATIbHBIX JaHHBIX.

B Tlonutuke ompenenenbl TpeboBanus k mnepconany WCIIAH, cteneHb
OTBETCTBEHHOCTH  IME€pPCOHANIa,  CTPYKTypa W  HEOOXOAUMBIA  YpPOBEHb
3alMIIEHHOCTH, CTaTyC M  JIOJDKHOCTHBIE  OOS3aHHOCTH  COTPYAHHUKOB,
OTBETCTBEHHBIX 3a o0ecrieueHne 0e30MacHOCTH nepcoHanbHbIX nanHbix B UCIT/IH
YupexaeHusl.

1. O0mue moJioKeHus

Lenbto nHacrosmeit [lomutuku sBusercs oOecnedeHne O€30MACHOCTH
O0OBEKTOB 3alllUThl YUPEXKJEHUS OT BCEX BHUJIOB YIpO3, BHEUIHUX U BHYTPEHHUX,
YMBIIIVIEHHBIX M HEMpeIHAMEPEHHBIX, MHUHUMHU3AIMS yuepda OT BO3MOXKHOU
peanm3aruu yrpo3 6e3onacHoctu [1/{a (VYBIT/I#H).

be3omacHOCTh MepCOHANBHBIX MAHHBIX JOCTUTAETCS IYyTEM HUCKIIOYCHHS
HECAHKI[MOHUPOBAHHOTO, B TOM YHCIIE CIy4alHOTo, JOCTyNa K TMEPCOHAJIbHBIM
JaHHBIM, pE3yJbTaTOM KOTOPOTO MOXET CTaTh YHUYTOXXCHHE, H3MEHEHHE,
OJIOKUpOBaHUE, KOMUPOBAHUE, PACTIPOCTPAHEHHE IEPCOHANIBHBIX TAaHHBIX, 4 TAKXKe
UHBIX HECAHKIIMOHUPOBAHHBIX AEHCTBUM.

WNupopmanus u CBsI3aHHbIE C HEH pecypchbl JOJKHBI OBITh JTOCTYIHBI IS
aBTOPU30BAaHHBIX MOJb30BaTeNel. J(ODKHO OCYLIECTBIATHCS CBOEBPEMEHHOE
obHapy»xeHue u pearupoBanue Ha Y BIIJIH.

JIOMKHO ~ OCYLIECTBIIATBCA — NPEJOTBPAIICHUE MPEAHAMEPEHHBIX  WJIH
CIIy4alHbIX, YACTUYHBIX MJIM MOJIHBIX HECAHKIIMOHUPOBAHHBIX MOAU(UKALNN WIH
YHUUTOKEHUS JAHHBIX.

CocraB UCII/IH, nomnexanmx 3anmre, npexacrasieH B [Ipunoxenun 1 k
npuka3zy «O0 opraHuzaiyu padoThI MO 3alUTe KOHPUACHINAILHONU HHDOpMaLIUK
U TIEPCOHAIIBHBIX JAHHBIX).

2. O0JacThb aecTBUA



TpebGoBanmst Hactosimed  [lomWMTHKM — pacmpocTpaHslOTCS Ha  BCeX
COTPYIHUKOB YuUpeKAcHHs (IITaTHBIX, BPEMEHHBIX, paOOTAIONINX M0 KOHTPAKTY U
T.I1.), @ TAK)KE BCEX MPOYUX JIUII (MTOJAPSTIUKH, Ay TUTOPHI U T.I1.).

3. Cucrema 3alIUTHI IEPCOHAJBHBIX TaHHBIX

Cucrema 3amutbl nepcoHanbHbIXx JaHHbIX (C3II[H), cTpouTcs Ha
OCHOBaHHH:

OTtyeTa 0 pe3yJsibTaTax NPOBEACHUSI BHYTPEHHEN NPOBEPKU;

[lepeuHs nepcoHaNbHbBIX JAHHBIX, MOAJICKAIINX 3AIIUTE;

AKTa yCTaHOBJICHUS YPOBHS 3alllUIIEHHOCTH HH(POPMAIMOHHON CHCTEMBI
MEPCOHAIBHBIX TAHHBIX;

Mopenu yrpo3 6€30MacHOCTH MEPCOHATBHBIX JTaHHBIX;

PykoBogsammx nokymentoB @CTIK u @Cb Poccun.

Ha ocHOBaHMU 3THX JOKYMEHTOB OIpEIENseTCs HEOOXOIUMBIM ypOBEHB
amumendHocty [1/In kaxmon UCIIIH Yupexnenus. Ha ocHoBanuu ananmuza
aKTyalbHbIX yrpo3 Oe3omacHoctu I1/IH onucannoro B Moaenu yrpo3 u Otuera o
pe3ysibTaTax TMPOBEACHUS BHYTPECHHEHM IIPOBEPKH, JENACTCS 3aKIIOYEHHUE O
HEOOXOJAMMOCTA UCIOJIb30BAHUSI TEXHUYECKHX CPEICTB W OpPraHU3allMOHHBIX
MepornpuaTuil 1 odecriedeHus: 6e3onacuoctu [1J{H. BeiOpanubie HeoOxoaumbie
MepomnpuaTus oTpaxkaroTcss B [lmaHe meponpuatuil Mo OOECHEUYEHHMIO 3alUThI
[T]1H.

Hns xaxporr MCIIH nopkeH OBITH COCTaBJICH CIHMCOK HCITOIb3YEMBIX
TEXHUYECKUX CPEICTB 3allUThl, a TaK XK€ MPOorpaMMHOro oOecreueHus
yudactBymomiero B oopabotke [1J[H, Ha Bcex anementax UCIIJIH:

APM nons3oBarenci;

CepBepa NpUII0KEHHI;

CYBUI;

['panuna JIBC;

KananoB nepenaun B ceTH OOIIETO MOJIb30BaHUS U (WJIM) MEXKTYHAPOIHOTO
oOMeHa, ecnu o HUM nepenatorcs [1J1H.

B 3aBucumoctu ot ypoBHs 3ammiieHHOCTH MCII[IH u akTyallbHBIX yIrpo3,
C3II/IH MOKeET BKJIIOUATh CJIECIYIOIINE TEXHUUYECKHUE CPECTBA:

AHTUBUPYCHBIE CPEICTBA JIJIsl paO0OYMX CTAHIIMI MOJIb30BATENECH U CEPBEPOB;

CpPEACTBA MEXKCETEBOIO SKPAHUPOBAHN,

CpelCcTBa KpUOTOrpapuYecKoil 3amuThl HHPOpMALUU, MpPU Tepenaye
3alMIaeMoil HGOPMAIIMK 110 KaHAJlaM CBSI3U.

Tak e B CHOUCOK JOJKHBI OBITh BKJIIOYEHBI (DYHKIIMU 3aLIUTHI,
oOecrieunBaeMble INTAaTHBIMU cpefcTBaMu 00padotku [IJ][H omepanroHHBIMU
cucremamu (OC), npuxknagaeiMm [0 u choenuanbHBIMU — KOMILIEKCAMU,
peanu3yronmMMu cpencTBa 3amuThl. CUCOK PYHKITUHN 3alIUTH MOYKET BKIIFOYATh:

yIpaBJIE€HUE U pa3rPaHUYCHUE JOCTYIIA MOJIb30BaTENEH;

PETUCTPAIIMIO U YUET EUCTBHM ¢ nH(pOpMaInen;

o0OecreyeHue eN0CTHOCTH JJaHHBIX
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MPOBEJICHUE OOHAPYKEHUSI BTOPKEHUM.

COucok HCIONIB3YyEeMbIX TEXHUYECKHUX CpEICTB oTpaxaercs B Ilnane
MEpPONPUATUNA 1O OOCECIEUEHUIO 3allUThl TEePCOHATBHBIX JaHHBIX. CHHUCOK
HCTIOJIb3YEMBIX CPEJICTB JOJDKEH MOAACPKUBATHCS B aKTyalIbHOM COCTOSIHUM. [Ipu
M3MEHEHUHM COCTaBa TEXHUYECKHX CpeACTB 3amuThl wik 3neMeHToB MCIIIH,
COOTBETCTBYIOIINE W3MEHEHUS JOJDKHBI ObITh BHECEHBI B CIMCOK U YTBEPKIICHBI
PYKOBOAMTENIEM YUPEXKACHUS WU JIMIIOM, OTBETCTBEHHBIM 3a OOCCICUYCHHE
3amuThl I1/1H.

4. TpeooBanus k moacucremam C3I11n

C3I1dn BrItOYaeT B ce0s1 CIeAYIONINE MTOJICUCTEMBI:

yYIPaBJIEHUS TOCTYIIOM, PETUCTPALIMU U YUETA;

o0ecreueHuns HeITOCTHOCTU U JOCTYITHOCTH;

AHTUBUPYCHOM 3allIUTHI;

MEKCETEBOTO IKPAHUPOBAHUS;

aHaJIM3a 3alMIIEHHOCTH;

00HapyKEHUS BTOPKCHUM;

KpUIITOTpauuecKon 3alIuThI.

[Moacuctemsr C3I1JIH MMEIOT pa3IUyYHBIN (PYHKIIMOHAT B 3aBUCUMOCTH OT
ypoBHs 3amumieHHoctd MCIIIH, onpeneneHHOro B AKTE ONpPENEICHUs YPOBHS
3aIIUIIEHHOCTH MH(POPMAIIMOHHON CUCTEMbI TEPCOHANILHBIX TAHHBIX.

4.1. ITogcuctemsl yrpaBiIeHHs JOCTYIIOM, PETUCTPAlUU U ydeTa

[Togcucrema yrpaBieHHs] JOCTYIIOM, PETUCTPALUA U ydeTa MpeIHa3HAYeHa
JUTSL peasiu3aliy CIEAYOMMUX (QyHKITHMA:

uAeHTU(UKAIIMY ¥ TIPOBEPKA MOMJIMHHOCTH CyOBEKTOB JOCTYIIA MPU BXOJE B
NCIIdH;

UACHTU(UKAIIMM TEPMUHAJIOB, Y3JI0B CETH, KAHAJIOB CBSI3W, BHEIIHUX
YCTPOMCTB IO JIOTUYECKUM HMEHAM;

UACHTU(UKAIIMKM TPOrpaMM, TOMOB, KarajoroB, (haiiyioB, 3amuceild, MoJei
3aIMce 1o UMeHaM;

perucTpanuu Bxoaa (BbIxosa) CyObEKTOB IOCTyNa B CUCTEMY (M3 CHCTEMBI),
an00 perucrpanus 3arpy3kd M HHHUIMAIM3AIUK ONEPAIMOHHON CUCTEMBI U €€
OCTaHOBA.

pErucTpallMi TOMBITOK JOCTyNa MPOTPaMMHBIX CpPEICTB (MpOorpamm,
MPOLIECCOB, 3a/1a4, 33/IaHH) K 3alUIIaeMbIM (aitnam;

pPErucTpaluy TMOMBITOK AOCTyNa MPOrPaMMHBIX CPEICTB K TEPMHUHAJAM,
KaHajlaM CBfI3M, INporpaMMamM, ToMam, KartajoraM, ¢aiigam, 3amucsM, MOJsIM
3anucen.

[Toncuctema ymnpapiaeHHs] JOCTYIIOM MOXET OBITh pean30BaHa ¢ OMOIIBIO
MTaTHBIX cpenctB oOpabotku [1JIH (omeparmoHHBIX CHUCTEM, MPUIIOKEHUN U
CYB/). Tak e MOxeT ObITh BHEIPEHO CHEIHMAIBbHOE TEXHUYECKOE CPEICTBO MU
UX KOMIUJIEKC OCYIIECTBIISIONINE JOTOJHUTEIBHBIE MEPHI N0 ayTeHTU(PUKAIMU U
KOHTpOJt0. Hampumep, nNpuMeHEHHWE E€IWHBIX XPAaHWIHWIL YYETHBIX 3amucein
N0JIb30BaTeIeH u pPErucTpalOHHON uHdopmanmm, HCIIOJIb30BaHUE
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OMOMETPUYECKUX M TEXHUYECKUX (C MOMOILBIO JJIEKTPOHHBIX MPOIYCKOB) MEp
ayTeHTU(UKALUU U IPYTHUX.

4.2. [Toacucrema odecrniedeHus 1IETOCTHOCTH U JOCTYITHOCTH

IToncucrema obecneueHus: LETOCTHOCTU MU JOCTYNHOCTH IIpEIHAa3HAYEHA
UIsl  o0ecriedeHusl IMeJOCTHOCTH W aoctynHoctd [IJIH, mnporpaMMHbIX U
anmnapatHeix cpenctB MCIIIH VYupexnenus, a Tak ke CpPEACTB 3alllUTHI, NpHU
CIIy4aifHOM WJIM HaMepEeHHOUN MonudUKaInu.

[loncucrema peamusyeTcs € INOMOLIBIO  OpraHU3aluyd  PE3EPBHOIO
KOTIMPOBaHUs 00paldaThIBa€MbIX JaHHBIX, a TaK K€ PE3epBUPOBAHUEM KIFOUEBBIX
anemenToB UCIIJIH.

4.3. Iloncucrema aHTUBUPYCHOM 3aLIUTHI

[Toncucrema aHTUBUPYCHOM 3alllUThl MpeIHa3HAYeHa Uil 0O0eCIeYeHHs
aHTUBHUPYCHOM 3amnThl cepBepoB U1 APM nons3oBarenein UCI/n YupexaeHus.

CpencrtBa aHTMBUPYCHOM 3allUThl MPEAHA3HAYEHBl [UI pEANTM3alHU
CHEAYIOMMNX (PYHKITHMN:

PE3UIAEHTHBIN aHTUBUPYCHBI MOHUTOPHHT;

AHTUBHUPYCHOE CKAaHUPOBAHUE;

LHEHTPaIN30BaHHYI0/ yIaJICHHYIO YCTaHOBKY/JE€UHCTAIALIMIO
AHTUBUPYCHOTO MPOAYKTA, HACTPOUKY, A AMUHUCTPUPOBAHUE, IPOCMOTP OTYETOB U
CTaTUCTUYECKOU MH(OpMAIUH 10 paboTe MPOAYKTa;

aBTOMATH3UPOBAHHOE OOHOBJICHHUE aHTUBUPYCHBIX 0a3;

OTpaHMYECHHUE IPaB IIOJB30BATENsl HA OCTAHOBKY MCIOJIHSAEMBIX 3a1ad M
U3MEHEHUS! HAaCTPOEK aHTUBUPYCHOTO MPOTPaMMHOTO 00€CIIEUEHNUS;

aBTOMATUYECKUM 3aITyCK Cpasy I10CIIe 3arpy3KH ONEPAMOHHON CUCTEMBI.

IToncucrema peannsyercs yTeM BHEIPEHUS CIELUAIbHOTO aHTUBHUPYCHOIO
nporpamMmmHoro ooecnedenust Ha Bce aiaemeHTsl MCIIH.

4.4. Iloncucrema MEXCETEBOr0 YKPaHUPOBAHUS

[Topcucrema MeXCETEBOrO IKPAaHUPOBAHUS NTPEAHA3HAYEHA I PeaTnu3alun
CIETYFOIINX (DYHKITHIA:

buIbTpaIK OTKPHITOTO U 3amrdpoBaHHOTO (3aKphiToro) [P-Tpaduxa;

¢ukcanuu BO BHYTPEHHUX JKypHajaXx HH(OpPMaLKMKU O MPOXOASIIEM
OTKPBITOM U 3aKkpbIToM [P-Tpaduke;

UACHTU(DUKALMY U ayTEHTU(PUKALUIO aAMUHUCTPATOPA MEKCETEBOIO IKpPaHa
IIPU €70 JIOKAJIBHBIX 3aIIPOCax Ha JTOCTYII,

peructpanuu Bxoja (BbIXOAAa) aJIMUHHUCTPATOpa MEXKCETEBOIO HKpaHa B
cucreMy (M3 CHUCTEMBbl) JMOO 3arpy3kd M HWHULUAIW3ALUU CUCTEMBI M €€
IIPOrPaMMHOTO OCTAHOBA;

KOHTPOJIS LIEIOCTHOCTH CBOEH MPOrpaMMHON M MHPOPMALIMOHHON YacTH;

(GuibTpallMM = MAKETOB  CIY)KEOHBIX  IPOTOKOJOB,  CIOyXalMX  JJIA
JMArHOCTUKHU U YIIpaBlIeHUsI pabOTOI CETEBBIX YCTPOMHCTB;

¢uibTpalMi ¢ y4eTOM BXOJHOTO M BBIXOAHOTO CETeBOro MHTepdelica Kak
CPENCTBO MPOBEPKU MOMJIMHHOCTU CETEBBIX aAPECOB;

PErHCTPALMY U yY€Ta 3alpalIMBaEMbIX CEPBUCOB MPUKIIAHOTO YPOBHS;

OJOKMPOBAHMS JTOCTyNa HEUJICHTU(PHUIIMPOBAHHOTO OOBEKTA WM CyOBEKTa,
HOJ/UIMHHOCTh KOTOPOTO MpH ayTeHTHU(PHUKAUU HE MNOATBEPAHSIACh, METOAAMH,
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YCTOMYMBBIMU K IIEPEXBATY;

KOHTPOJISI 32 CET€BOM aKTMBHOCTBIO MPUIIOKEHUN U OOHAPYKEHUS CETEBBIX
aTax.

[logcucrema  peanu3yeTcs  BHEOPEHUEM  MPOTPAMMHO-ANMNapaTHbIX
KOMIIJIEKCOB MEKCETEBOTO dKpaHupoBaHus Ha rpanuiie JICB, kinaccom He HUXKeE 4.

4.5. IloncucreMa aHann3a 3alIUIICHHOCTH

[Toxcucrema ananm3a 3alIUIIEHHOCTH, JTOJDKHA OOECIIEYMBATH BBISBICHUS
ySI3BUMOCTEH, cBA3aHHBIX ¢ omnOkamu B KoH¢urypauuu [10 VUCIIdH, koTopsie
MOTYT OBITh UCITOJIb30BAHBI HAPYIIUTENIEM JJIS pean3allii aTakh Ha CUCTEMY.

OYHKIIMOHA TOJCUCTEMBI MOXET OBITh peajn30BaH MPOTPAMMHBIMU U
MPOTrpaMMHO-aNNapaTHIMU CPEACTBAMH.

4.6. [loncucrema oOHAPYKEHUST BTOP>KCHUIM

[Toncucrema oOHApYKEHUSI BTOPKEHUM, JTOJDKHA OOECIIEUNBATh BBISBICHUE
ceteBeIX arak Ha d3neMeHThl HWMCIIJIlH moakimrodeHHBIE K CETIM  OOIIEro
MOJIb30BaHUS M (WJIM) MEKTYHAPOJIHOTO OOMEHa.

OYHKIMOHAJI TOJCUCTEMbl MOXET OBbITh pPEAIM30BaH MPOTPAMMHBIMU U
MporpaMMHO-anmnapaTHLIMU CPEJACTBAMH.

4.7. IloacucreMa kpuntorpaduyeckoil 3auuThl

[Toacucrema kpuntorpaduueckoi 3auThl IPeAHaA3HAYEHA JJISl UCKITFOUCHUS
HCJ x 3amumiaemoit uadpopmariuu B UCIIH Yupexnenus, pu ee nepeaadu 1o
KaHaJlaM CBSI3U CETEH OOIIEro MOJIb30BaHUs M (MJIM) MEXKTYHAPOIHOTO OOMEHa.

[Toncucrema peanusyercs BHEAPEHHS] KPUNTOTpaGUUECKUX MPOrpaMMHO-
anmapaTHbIX KOMILJIEKCOB.

5. Ioas3oBaTean UCIIIH

B Konnenmuu wHbOpManMOHHON 0€30MacHOCTH OMpEeIeHbl OCHOBHBIC
KaTeropuu mojb3oBaTeneil. Ha ocHOBaHMM S3TUX KaTeropuu JOJHKHA OBITh
npousBeneHa Ttunuzauus nosb3oBatened WCIIH, ompeneneH HX YpOBEHb
JOCTYTIa U BO3MOYKHOCTH.

B HUCIIH VYuypexaeHus MOXKHO BBIICHUTh CJIEAYIOIIAE TPYMIbI
[10JIb30BATENIEH, yUaCTBYIOIIHUX B 00paboTke U XpaneHuu [1/1x:

Anmunuctparopa UCII/IH;

Omnepatopa UCII/IH;

AJIMUHUCTPATOp CETH;

TexHuueckuil  cHemuaiucT 1Mo  OOCHyKMBaHUIO  nepudepuitHoro
000pyI0BaHUS;

[Iporpammuct-pazpadotunk UCII/H.

JlaHHBIE O Trpynmax IOJb30BAaTENSIX, YPOBHE MX JOCTyNa M
UHOPMUPOBAHHOCTH JIOJDKEH ObITh OTpakeH B OTyere 0O NPOBEACHUU
BHYTPEHHEW NPOBEPKHU.

5.1. Anpmunuctparop UCIIIx

Anvmunuctpatop UCIIIH, coTpyaHuk YupexaeHus, OTBETCTBEHHBIN 3a
HAcTpoliKy, BHeapenne u  compoBoxkaenue  MCII[lan.  OGecneunBaer
byHKIMOHUpPOBaHUE  ToAcHcTeMbl  ympaBieHuss  gocrynom  UCII[Ia u
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YIOJHOMOYEH OCYILIECTBIISITh MPENOCTABICHUE W pa3rpaHUYEHUE JOCTYyIa
KOHeyHoro mnonb3oBarenss (Omeparopa APM) K 5s1eMeHTaM  XpaHAIIUM
MIEPCOHAJIBHBIE TAHHBIE.

Anvunuctpatop HCII[IH o6nagaeT cleayomuM ypoBHEM JOCTyIla |
3HAHUU:

obysiamaer mojaHONW uWHQOpManMed O CUCTEMHOM H  MPUKJIATHOM
nporpammaom obecnieueHun UCII/x;

obmagaeT monHOM wWHMOpPMaIMERn O TEXHMYECKMX CpEACTBAX U
koHpurypammu UCIIH;

MMEET JIOCTYIT KO BCEM TEXHUYECKUM CPEJICTBaM 00paboTKu MHGOpMAIIN U
naaabiM UCITH;

obnagaeT mpaBaMu KOH(MUTYPUPOBAHUS M AJMUHUCTPATUBHON HACTPOUKHU
texHuueckux cpencts UCII/IH.

Anmvunuctparop UCII/IH yrmoasHOMO4YEH:

peann3oBbIBaTh MOJUTUKU Oe3omacHocTd B yactu Hactporiku CK3U,
MEKCETEBBIX IKPAHOB U CUCTEM OOHAPYKEHUS aTak, B COOTBETCTBUU C KOTOPBIMU
nosib3oBatenb (Oneparop APM) monyyaetr BO3MOXKHOCTh pabOTaTh C 3JIeMEHTaMU
NCIIdn;

OCYILIECTBIISTh ayAUT CPEJICTB 3AIUTHI;

YCTAaHABJIMBATh JOBEPUTEIbHBIE OTHOUIECHUS CBOEW 3AlMILIEHHON CETH C
CETSIMHU IPYTUX Y UPEKIACHUM.

5.2. Oneparop UCIIn

Oneparop HWCIIIH, coTpynHuk YupexaeHus, OCYILIECTBIISFOLINI
obpadotky II[In. OO6paborka IIJIH BkIrOUaeT: BO3MOXKHOCTH npocMotpa I1JIH,
pyunoit BBoA I1/In B cucremy UCII[H, ¢opMupoBaHue CIpaBOK U OTYETOB IO
undopmaruu, nonydeHHon u3z MCIIJ. Omepatop He MMeeT MOJHOMOYMM ISt
yIpaBJICHHS MoJicucTeMaMu 00padoTku gaHHbIX U C3I1/1H.

Omnepatop UCII/IH ob6manaeT ciieayronuM ypoBHEM JOCTYIIA U 3HAHUIA:

o0namaer BceMH HEOOXOAMMBIMU aTpuOyTamMu (HAmpuMmep, MapoJieM),
o0ecrneynBaroIMMU JOCTYT K HEKOTOpoMy noaAMHOkecTBY [1/1H;

pacnoyiaraeT KOHGUICHITMATLHBIMH TAHHBIMHU, K KOTOPBIM UMEET JOCTYII.

5.3. AIMHHHCTpATOp CETU

AJIMUHUCTPATOp CETH, COTPYAHUK YUpEKICHUS, OTBETCTBCHHBIM 3a
(GYHKITMOHUPOBAHHUE TEJIEKOMMYHUKAIITMOHHON IIOJICUCTEMBI NCII/H.
AJIMUHUCTPATOp CETH HE MMEET IMOJHOMOYMM I YIPABJICHUS MOJCHCTEMAMH
00pabOTKHU TaHHBIX U 0€30M1aCHOCTH.

AJIMUHUCTPATOP CETU 00JaAaeT CASAYIOIIMM YPOBHEM JA0CTYNA U 3HAHUM:

o0JyafaeT 4acThio HUH(POPMALIUK O CUCTEMHOM U MPUKIIATHOM [IPOrPaMMHOM
oo6ecneuenuu UCIIdH;

o0Jasaer 4acTbio HHPOPMAIIMH O TEXHUYECKUX CPEACTBAX U KOH(UTYpaIUH
NCIIdn;

uMeeT (U3MUECKU JOCTYNl K TEXHHYECKHM CpeJICTBaM 00paboTKH
uH(OpPMAITUU U CPEJICTBAM 3allIUTHI;

3HAET, IO MEHBIIIEH Mepe, OHO JIETaJIbHOE UMS IOCTYIIA.

5.4. Texauyeckuid CHENMHAIMCT 1O OOCTYy)KMBaHUIO mepudepuitHoro
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000opynoBaHus

TexHUYecKuil crnenuaiucT Mo OOCITYXUBAHHUIO, COTPYIHHUK YUpPEKICHUS,
OCYILIECTBIISIET OOCIy»XKHMBaHWE U HACTPOUKY mnepudepuitHoro o0opyaoBaHUs
NCIIOx. TexHuueckui CrenuaiucT Mo o0CIyKuBaHuI0 He uMeeT aoctyna K [1/1H,
HE MMEET MOJHOMOYMHU JJid YHpPaBJICHUS TMOJCUCTEMAaMU OOpabOTKH JTaHHBIX WU
0€30MacHOCTH.

TexHuyeckuil cHeUAIMCT MO OOCIYy)XMBaHHIO OO0JalaeT CleIyIOIINM
YPOBHEM JOCTyIa U 3HAHUM:

o0aaeT 4acTbio HHPOPMAIIUU O CUCTEMHOM U MPUKIIAJHOM MPOTPaMMHOM
ob6ecnieuenuu UCII/x;

oOnagaeT yacTbio HHGOPMAIIMHN O TEXHUYECKUX CPEICTBaX U KOHPUTYypaIuu
NCIIdH;

MOJKET 3HaTh, 10 MEHbILIEH MEpe, OJTHO JIETAIbHOE UM JJOCTYTIA.

5.5. Ilporpammuct-pa3zpadborunk UCIIIn

[TporpammucThi-pa3paboTurKy (MOCTABUIMKK) MPUKIAHOTO MPOrPaMMHOIO
obecrieueHrs, 00eCIeYnBaOIINE €ro COMPOBOXKICHUE Ha 3alIMIIaeMOM OOBEKTE.
K naHHOW rpymme MOryT OTHOCUTBCS KaK COTPYIHUKH YUpexAeHHs, TaKk U
COTPYAHUKU CTOPOHHUX OpPraHU3alUH.
JInmo »Ton Kareropuu:

oOnamaer wuHpOpManMel 00 anropuTMax H IporpaMmax o00pabOTKH
unpopmaruu Ha UCIT/H;

o0nazaeT BO3MOXXHOCTSIMH BHECEHHUS OIIMOOK, HEIEKJIapHUpPOBaHHbBIX
BO3MOYKHOCTEH, MPOrpaMMHBIX  3aKJaJ0K, BpPEJOHOCHBIX MpOrpaMM B
nporpammHoe obecnieuenne WCIIJln Ha ctaaum ee pa3paOOTKW, BHEAPEHUSA U
CONPOBOXKICHMUS;

MOXXET pacmojiarath JIOObIMH (parMeHTaMu HHQPOPMAIUA O TOIOJIOTUU
NUCTIIa n TexHnyeckux cpeactBax oopadoTku u 3amuthl [1/]H, 00pabaTeiBaeMbIX
B UCTI/IH.

6. TpeOoBanus K mepcoHay nmo odecneyeHuo 3amuTol I1/{H

Bce corpynnuku YupexnaeHus, sBistomuecs noisbzoBatensimu WCIIIH,
JIOJDKHBI 4YE€TKO 3HaTh M CTPOTO BBIMOJHATH YCTAHOBJIEHHBIC TpaBWiIa U
00s3aHHOCTH TIO JOCTYMY K 3aIUIIAeMbIM O0OBEKTaM M COOJIIOJICHUIO TTPUHSATOTO
pexuma 6e3zonacHoctu [1/]H.

[Ipn BcTymieHMM B JIOJDKHOCTH HOBOTO COTPYJIHHKA HEMOCPEICTBEHHBIN
HAYaJIbHUK TOJPa3JeIeHNs, B KOTOPO€ OH MOCTYMaeT, 005i3aH OpraHU30BaTh €ro
O3HAKOMJICHUE C JOHDKHOCTHOM HMHCTPYKIIMEH U HEOOXOJUMBIMHU JOKYMEHTaMH,
periiaMeHTUpyIonmMu TpedoBanus 1o 3amuTe [1J{H, a Takxke o0yueHre HaBbIKaM
BBITIOJTHEHHMSI TIPOIIEAYP, HEOOXOIUMBIX IS CAHKIIMOHUPOBAHHOTO MCIOJIb30BAHUS
NCIIdn.

CoTpyaHUK JODKEH OBbITh O3HAKOMJIEH CO CBEACHUSMHU HACTOSLIEH
[Tonmutuku, npuHATHIX nNpoueAyp padotsl ¢ anementamu UCITn u C3I1 /1.

CoTtpynHuku  YUpexIeHUs, HCIONb3YIOINEe TEXHHUYECKHE CpEACTBa
ayTeHTH(PUKAUKA, JOJKHBI O00ecTieunBaTh COXPAHHOCTh HWIAECHTU(UKATOPOB
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(anekTpoHHBIX Kitouel) u He pomnyckath HCJl k HUM, a Tak e BO3MOXKHOCTb UX
yTepu WIM HUCIOJNb30BaHUA TpeTbuMu Juuamu. [lonb3oBarenu  HecyT
NEPCOHAIIbHYIO OTBETCTBEHHOCTD 32 COXPAHHOCTh UACHTU(PUKATOPOB.

Cotpynnuku  YupexaeHuss  JODKHBI  CIEAOBaTh  yCTAHOBJIEHHBIM
npolenypaMm mnojjepxkaHusi pexuma Oe3zomacHoctu II/lH mpu  BbeiOOpe u
UCIIOJIb30BAaHUU TMapoJied (eciau He UCIHOJb3YIOTCS TEXHUYECKUE CpEeICTBa
ayTeHTU(PUKAIIIH).

Cotpynnuku YupexaeHus JOJKHBI 00ecTeunBaTh HAJJICKAIIYIO 3aIIUTy
000pyI0BaHus, OCTABISIEMOro 0€3 MPUCMOTpPa, OCOOEHHO B TEX ClydYasX, KOrjua B
MOMEIIEHUE UMEIOT JOCTYIl IOCTOPOHHUE Nula. Bee mob30BaTenn JOKHbBI 3HATh
TpeboBanuss 1o Oe3zomacHocty [I/[H u mpouenypbl 3amMTBl 00OPYIOBAHUS,
OCTaBJICHHOT0 0€3 IMIPUCMOTpa, a TAaK’KEe CBOM 00S3aHHOCTH 10 00CCIICYSHUIO TaKOH
3aIIUTHI.

CoTpyaHuKaM 3amlpelaeTcs YCTaHaBIMBATh IMOCTOPOHHEE MPOTPAMMHOE
oOecrieyeHue, TMOAKIIOYaTh JIMYHbIE MOOWIIBHBIE YCTPOWCTBA W  HOCHUTEIHU
uH(pOpMaIMK, a TaK K€ 3aIUChIBATh HA HUX 3alllMILAEMYI0 HH()OpMALHUIO.

CoTpyaHukaMm 3ampemiaercs pasriiamarh 3aluiaeMyro  HHGOpPMAIHIO,
KOTOpasi cTaja MM M3BECTHA NIpH padboTe ¢ MHOOPMAIMOHHBIMH CUCTEMaMU
YupexaeHus, TpETbUM JIULIaM.

[Ipu pabore c¢ [IJu B UCII[H coTpynuuku YupexieHus O00s3aHbI
o0ecreunTh OTCYTCTBHE BO3MOXXHOCTH TmpocMmotrpa I[IJI[H TpeTrbuMu nunamu c
MOHUTOPOB APM win TepMUHaNOB.

[Tpu 3aBepmennn pabotel ¢ UCII/IH cotpynnuku o6s3anbl 3amututh APM
WM TEPMHUHAIIBI C TIOMOIIBIO OJIOKMPOBKH KITFOUOM WIJIM YKBUBAJIEHTHOTO CPEJICTBA
KOHTpOJIsl, HalpuMep, AOCTYIOM IO Mapoiio, €CIM HE HUCHOJIb3YIOTCS Ooiee
CUJIbHBIE CPEJICTBA 3aIUTHI.

CoTpynHuKH YUpeXACHHs TOJKHBI OBITH MPOMH(POPMUPOBAHBI 00 yrpo3ax
HapyleHus pexuma Oe3omacHocTy [IJIH U OTBETCTBEHHOCTH 3a €ro HapyIIECHHUE.
OHU AOMKHBI OBITH O3HAKOMJICHBI C YTBEPXKICHHOW (OpMabHON MTPOIETypOit
HAJIO)KEHUSI JUCHUIUIMHAPHBIX B3bICKAHUW HA COTPYJHUKOB, KOTOPHIC HAPYIIWIU
NPUHATHIE MOIUTUKY U poueAypsl Oe3onacHoctu I1/1H.

CoTpyaauku 00s3aHbI 0€3 TPOMEJIEHUs cO00maTh 000 BceX HAOIII01aeMbIX
WIN TOM03pUTENbHBIX ciydasx padotsl MCIIH, morymmx moBiedb 3a cOOOM
yrpo3bl Oe3omacHoctd IIJIH, a Takke O BBISIBICHHBIX WMMH COOBITHSX,
3aTparuBaroImmx Oe3omacHocTh [IJ[H, pyKOBOACTBY moOApa3ieNeHus M JHILY,
OTBEYAIOIIEMY 32 HEMEJICHHOE pearnpoBaHue Ha yrpo3bl 6ezonacHocTH [1/1H.

7. JloszxkHOCTHBIE 00s13aHHOCTH Nosib3oBaTeseid MCII/In

JlomwkHOCcTHBIE  00s3aHHOCTH  moib3oBareneid  MCII/IlH  omumcaHel B
CIEAYIONIUX TOKYMEHTaX:

Wuctpyknus agmunuctparopa UCIT/IH;

Wuctpykius nonb3oBatens npu padore B AUCII/IH;

HNuctpykiuss mo obecneuenuto ©Oe3omacHoctu  00padotku [/l mpm
BO3HUKHOBEHUHU BHEIITATHBIX CUTYaIIHii;
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HNHCcTpyKIMs OTBETCTBEHHOTO 32 00paboTKy I1/1H;

Nuctpykius o oOpareHuto ¢ Hocutensimu [1/H;

HMHCTpyKIMS 1O OpraHru3alyy aHTUBUPYCHOM 3aUTHI;

NHCTpyKUIMS MO0 OpraHu3aliuu MapoJbHOU 3aIUTHL;

HNHCTpyKLIMA 110 pe3epBHOMY KOIIMPOBAHUIO U BOCCTaHOBJICHUIO [1/1H.

8. OTBercTBeHHOCTH coTpyAHMKOB UCII/IH yupexnenus

B cootBeTcTBHM cO cT. 24 DenepanbHoro 3akoHa Poccuiickoit denepanuu
ot 27 utona 2006 r. Ne 152-®3 «O nepcoHaIbHBIX JTAHHBIX» JIMIla, BAHOBHBIC B
HapylieHun TpeboBaHuil nanHoro demepanbHOro0 3aKOHA, HECYT TPAXKIAHCKYIO,
YTOJIOBHYIO, aIMUHUCTPATUBHYIO, TUCUUIUIMHAPHYIO U UHYIO MPEIYCMOTPEHHYIO
3akoHOHaTenbCcTBOM Pocculickon denepanuy OTBETCTBEHHOCT.

HetictByromiee 3akoHoAaTeIbCTBO PD mo3BosieT mpeabsaBIiATh TPEOOBAHUS
no ooecrnedyeHuro Oe3o0macHod paboThl ¢ 3amMinaeMord uHbopmaluel u
npeaycMaTpUBAaeT OTBETCTBEHHOCTh 3a HAapYUIEHHE YCTAaHOBJEHHBIX MPaBUII
skcmtyaraiui OBM u cucteM, HenmpaBOMEPHBIN A0CTyN K HHGOPMALIMH, €CIIA 3TU
JEUCTBUS MPUBEJIM K YHUUTOXKEHUIO, OJIOKUPOBaHUIO, MOAU(DUKAINKU UH(OPMALIUU
WM HapyleHuto padbotel OBM unu cereit (cratbu 272,273 u 274 YK PO).

Anvunuctpatop MUWCII[H wu agmuHHCTpaTop OE30MACHOCTH  HECYT
OTBETCTBEHHOCTH 3a BCE JAEHUCTBUS, COBEPILICHHBIE OT UMEHU UX YUYETHBIX 3alUCcen
WIM  CUCTEMHBIX  Y4YETHBIX  3aluced, ecau  He  JokazaH  (akr
HECAHKIIMOHUPOBAHHOTO UCIOJIb30BAHUS YUETHBIX 3AMUCEN.

[Ipn HapyueHUsIX COTpyAHUKamMu YupexaeHus — noias3oBatenei MCIIIn
mpaBui, CBSI3aHHBIX C Oe3omacHocThio [IJ[H, OHUM HECyT OTBETCTBEHHOCTb,
YCTaHOBJIEHHYIO JICMCTBYIOIIMM 3aKOHOAATEIbCTBOM Poccuiickon denepanuu.

[IpuBeneHHbie BBINIE TPEOOBAHUS HOPMATHUBHBIX JOKYMEHTOB IO 3aIUTE
uH(OpPMAITMU JOJDKHBI OBITH OTpaxkeHbI B [lOJOKEHUSX O TMOApPA3ACICHUSIX
Yupexnenus, ocymectsisommx o0padotky I1[ln B MCII/IH u mOKHOCTHBIX
UHCTPYKIUSIX COTPYAHUKOB YUPEKICHUS.

HeoOxomumo BHectu B IlonmokeHust o moapasfeneHUsX YupexiaeHHs,
ocymiectristomux oopadbotky [1/la B MUCII/Ia cBenenns 06 OTBETCTBEHHOCTH HX
PYKOBOJUTENIEH W COTPYJHUKOB 3a pasrjalleHUE W HECAaHKIHMOHHUPOBAHHYIO
Moudukanuio (uckaxenue, dhanbcudukanuo) [1/1H, a Takke 3a HEIPpaBOMEPHOE
BMEIIATEIHCTBO B POLIECCHI MX aBTOMATU3UPOBAHHON 00paOOTKHU.
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JIucT BHECEHUST N3MEHEHUM

Howmep
WU3MEHEHUS

Homep u nara
PactopsIIUTEITLHOTO
JIOKYMEHTa O BHECEHUU
n3MmeHenuii B JII1

Jlata BHECeHUs
U3MEHEHUS

®HO nuna, BHECHIETO
W3MCHCHUE

Ilonnuce
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